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HAM SPAM SPAM

In Never-Never land, there are only two types of email. Getting rid of spam is easy.

?
In the real world, there are shades of gray.  Sometimes you just don’t have
enough information.  And spam evolves.  It keeps trying to look like ham.

Good
Domains

Unknown
Domains

With Sender ID, we can key off domain names instead of IP addresses.
Now we can sort sending domains into “good” and “bad”.
If we do this, we have a simple reputation system.

We can build a big list of “known good domains”.
aaaaaaaaaspammer.com 

criminalspammer.org 
stock-alert-scam.com 

lay-pipe-all-weekend.ru 
phishing-scammer.com

419-scams-r-us.ng

Bad
Domains

We can build a slightly smaller list of bad domains. Everybody else
falls into the
“unknown”
category.

That’s why spam filtering is a hard problem.

But the problem remains.

All we have to do is build 
the “good” list.  The rest will follow.  

We don’t even have to build the “bad” list if we’re 
worried about liability.  And the “good” list doesn’t 
need to be updated very often – once a month 
should be enough.  We can even distribute it using 
pseudonymous, peer-to-peer methods to avoid 
lawsuits from spammers trying to get on the list.  
And the list doesn’t have to be huge to be useful.
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Domains that 
were registered 
recently.  
Domains that 

haven’t sent enough mail for us to 
assess.  Domains that aren’t good or 
bad. Any domain that isn’t in the 
other lists ends up here.

Accreditation is the answer.  If a domain knows it’s not 
going to spam, it should be quite happy to sign up
with Bonded Sender or something like it.  ISIPP’s 
IADB and Habeas also offer accreditation services.  
They will publicly vouch for senders.  They can stop 
when the domain has been around long enough to 
appear on a well-recognized “good” list.

But this isn’t fair!  There will be lots 
of little innocent domains that 

won’t get into the “good” list for 
one reason or another.  How 

can a good domain get out 
of the “unknown” zone 

into the “good” zone?

Together, reputation and accreditation make it possible to confidently
distinguish between good senders and bad.

THE CALL TO ACTION

As long as you have to 
assume innocent until
proven guilty, spam 

can get through the 
loophole.

By definition, good 
domains send ham; 
bad domains send 

spam.

Making it easy for
senders to obtain 

accreditation lets 
receivers assume 

guilty unless proven 
innocent.

Good
Domains

Bad
Domains

Good
Domains

Bad
Domains

HAM SPAM


